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Your Participation

I ntroduction and Overview

The 2004 e ections present many voters with the challenge of voting on new and
unfamiliar voting equipment. This guide provides poll monitors, poll workers,
election officials, and other interested persons with information about voting
technology and procedures with a focus on electronic voting machines.

It is a companion to the Voters Guide to Electronic Voting aso published by the
Verified Voting Foundation.

Election officials across the United States are facing much pressure to "upgrade”
voting technology, especially with the availability of funds legidated for this
purpose by the Help America Vote Act (HAVA) of 2002.

Counties, boroughs, parishes, and even entire states are purchasing digital
electronic recording (DRE) voting machines without a voter-verified paper
ballot (VVPB) capability. A VVPB isa paper balot that voters can see and
verify that their votes are recorded accurately and stored in a secure ballot
box so that election officials can use the ballots later for mandatory audits and
meaningful recounts.

This Poll Monitors' and Poll Workers' Guide to Electronic Voting provides poll
monitors, poll workers, eection officials, and other interested persons with
detailed information on the voting machines used in polling places and central
tabulation facilities with pointers to how to keep voting technology working
successfully and improve elections operations. We also cover how to investigate
and get help when something goes wrong with the voting technology.

You can learn what choices voters have available in the jurisdiction where you
areworking. For example, in California, voters in one of the counties using
electronic voting machines have the right to ask for a paper ballot if they prefer.
In Hawaii and in Washington, D.C., voters may have the choice of using a paper
optical-scan ballot instead of an electronic voting machine.

And in Nevadas Clark County, some of the voting machines will have VVPB
and some will not, so a concerned voter may want to wait for the machine that
does offer areliable audit trail.

The more you can let voters, fellow poll monitors and poll workers, and el ection
officials know about the options available in the voting process, the more likely
you can ensure that voters can vote and that their votes will be recorded as
intended.

As a nonprofit organization with limited resources, we rely on volunteers
to help with research for guides like this one, as well as for a variety of
other tasks. We are committed to continuous improvement of the
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materials, so if you see a problem with any of these materials or if you
would like to volunteer to do research, data gathering and display or other
jobs, please let us know by volunteering at http://www.voteprotect.org.

Last but not least—and regardless of any problems with voting technol ogy
or election processes, procedures, and regul atiors—pl ease remember to
vote and encourage othersto vote!
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e~ Voting Technology Overview

In the United States, we use a variety of voting technologies for elections
for public office. The technologies, summarized in the table below, are:

Optical scanners that read mark-sense forms [1] (footnotes
available at end of this section)

Electronic voting (e-voting) machines [2]

Punch cards [3]

Mechanical lever machines [4]

Manually counted paper ballots.

When voters cannot physically go to their polling place, they can use
mail-in (absentee) ballots. The ballots are then read by the appropriate
optical scanner or punch card technology or are tallied and entered by
hand. Finaly, voters may eventually be able to use Internet-based voting
technologies that are currently being developed. With all technologies,
voters indicate, in secret, their choices on a ballot that bears the names of
the candidates and the texts of the propositions.

The punch card, optical scan, and manual paper ballots are distributed to
the voters at the polls and voter can confirm their selections before
depositing them in the ballot box. In contrast, voters make selections by
moving levers or touching the screen on lever machines and e-voting
machines respectively; there is no paper ballot for the voter to mark. Some
e-voting machines print a ballot that the voters can read; after the voter
confirms the printed record, it is withdrawn into the machine and an
electronic record of their vote is automatically stored inside the machine
on removable computer memory cards.
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At the close of voting, punch card, and optical scan ballots are tallied and
stored by scanning computers. E-voting ballots are transferred by memory
card or by network/modem to a central tallying computer. Poll workers
read lever machine counters and enter vote counts into a computer by

hand. Ballot summaries are then sent by courier or sent electronically to

central tabulation facilities.
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Recount laws differ from jurisdiction to jurisdiction and recount
techniques differ among the technologies. When there is a paper ballot,
punch card, or optical-scan form, the voter’s selections can be re-read by
the equipment or, if need be, can be read and counted manually by poll
workers. In the case of lever machines, only the written counter totals can
be checked and re-entered. E- voting systems, having removable computer
memory, can be re-read and, where available, a summary vote count
printout from the e-voting system can be checked manually. If the e-voting
machine retains electronic ballot images, election officials may print them
out for an audit or recount, but there is no way that a poll worker can
inspect selections that the voter has verified on a paper ballot unless the e-
voting machine has a voter- verified paper trail.

There is potential for inaccurately recording and counting votes due to
errors in the individual voting systems, in central tabulating systems, and
in the design or performance of election procedures. The software and
hardware in computerized voting systems present additional complexity,
and therefore the possibility of error, in the process of counting, certifying,
and auditing election results. Reported problems in past elections have
resulted in widespread discussion and analysis of existing systems and
procedures and a number of suggestions have been made: create higher
standards for equipment and procedures, improve security standards,
provide a voter-verified paper trail, improve certification, allow public
scrutiny of software or make it “open-source”, improve verifiability and
transparency, ensure a meaningful recount based on the original ballot.

The reading list below is suggested as a starting point for obtaining a
deeper understanding of the state of election systems and procedures in the
U.S. today.
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Reading List

Vendors of computerized vote tabulation systems,
http://www.verifiedvoting.org/vendors . Provides links to vendors, basic
information sheets on e-voting systems, standards, certification and
studies.

Challengesto U.S. Democracy,

http://www.fairel ection.us/documents/index.htm . Comprises government
documents, research papers, essays, and newspaper articles that introduce
the genera history of the U.S. electoral process and the evolution of
voting rights and addresses the controversy over voter disenfranchisement,
including felon disenfranchisement; voting technology, including the
controversy surrounding the implementation of new electronic voting
machines, as well as facts and opinions regarding the influence of wealth
on the electoral system.

Eric A. Fischer, Election Reform and Electronic Voting Systems (DRES):
Analysis of Security Issues, Congressional Research Service, RL32139,
November 4, 2003. Provides an extensive background on voting systems
and a history of the issue with e-voting systems. Includes analysis of the
problem and proposals for resolving the issue.

Making Votes Count,

http://www.nytimes.com/ref/opinion/making votes-count.html . The New
York Times, Editorial Series, January 18, 2004 — July 23, 2004. This series
of editorials “[examines] the flaws in the mechanics of our democracy,
including the reliability of electronic voting machines, obstacles to voter
registration and turnout, and the lack of competitive congressional
elections due to partisan drawing of district lines.”

Electronic Frontier Foundation on E-Voting Activism,
http://www.eff.org/Activism/E- voting/

[Acknowledgement: Thanksto Robert Lent (bob.lent@gmail.com) for
authoring this Overview of Voting Technologies with support from Global
Exchange and the Verified Voting Foundation. This section is (cc) 2004
Robert Lent, some rights reserved.]

Veified Voting Foundation Poll Monitor/Workers' Guide to Electronic Voting 8



#

Footnotes [1] In away similar to taking a standardized test in school, the voter
indicates their choice on the ballot, a“mark-sense” form, by filling in a
circle or completing an arrow with a pencil or other marker. Candidate
names are printed on the ballot or on alabel on aballot machine. The
completed ballots are counted on an optical scanning machine, either at
the polling place, or at a central location. If scanned at the polling place,
voters may have an opportunity to correct ballots that the optical scanner
rejects for common errors, increasing the likelihood of reflecting the
voters intent in vote tallying.

[2] Touch screen, or direct recording electronic (DRE) systems, are the
newest technology used for voting. Voters make their selections on a
computer screen and the system records their selections on aremovable
computer memory card.

[3] Punch cards are cards where the voter “punches’ out perforated holes
to indicate their choices.

[4] A lever machine records the ballot choices in counters on the back of
the machine that poll workers read, then they write the results on paper
which are then entered into a computer.

[5] New Study Shows 50 Million Voters Will Use Electronic Voting
Systems, 32 Million Still with Punch Cards in 2004, Election Data
Services, Press Release, February 12, 2004,

http://www.el ectiondataservices.com/EDSInc VEstudy2004.pdf . The
listed percentages add to 93%. The remaining 7% of voters use a mixture
of technologies.

[6] In November 2000, 11% of the voters used e- voting machines. Note
that this category includes all computerized voting devices.

[7] Some e-voting systems do produce a paper copy of the ballot that can
be inspected by the voter and used in arecount or audit.
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Voting Technology Map

To best advise voters and administer or nmonitor elections, start by finding
out what voting technology is used where you work. Below is a map of the
United States that shows which voting technologies are used by state.
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This map is available online at: http://verifiedvoting.org/verifier/ The online
version of the “Election Equipment: Standard” map permits you to click to your
state and then to your county, or equivalent jurisdiction, where it displays the
voting technology in use in your county.

The county page provides links to Voter Information Sheets, Online
Demos, and Full Information Sheets for the main electronic voting

machines in use nationwide. Since the Voters Guide presents Voter
Information Sheets, this guide contains the Full Information Sheets.
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i Guidelinesfor Observing at the Polls

The legitimacy of elections depends on transparency — the ability of
voters, concerned citizens, federal observers and watchdog groups to
observe the process of the election. Although you cast your vote in private,
and no one has the right to know how or for whom you voted, the
procedures by which the election is run can and should be observed in a
healthy democracy.

Election Procedures Poll monitors or poll watchers or election observers asthey are sometimes
called, should observe the following election procedures, including but not
limited to:

Pre-election testing of voting equipment

Poll-opening procedures as equipment is set up to run

Procedures throughout the day as voters come to cast their ballots
Poll-closing at the end of the day, including the posting of polling
place vote totals

Poll monitors may also observe the central tabulation proceedings, usually
located at a county election office, where the ballots, equipment and other
materials are brought to be added up and reported. Monitors may be
especidly interested in observing the counting of absentee ballots, also
typically conducted at the county election headquarters, and usually begun
on Election Day. Finaly, many jurisdictions now allow “early voting”—
sometimes called “early absentee”—which is conducted in a limited
number of locations within a county, parish or township. In many cases,
counties use electronic voting machines for early voting even when they
do not use them for Election Day. Early voting procedures therefore
should also be monitored wherever possible. For central tabulation
guidelines, see the next section “Guidelines for Observing Central
Tabulation.”

Poll Monitor Rules  Each state hasits own rules about the rights of citizens to monitor
election procedures. It is the responsibility of each poll monitor or
observer to find out what rules apply in your local area! If you need to
obtain credentials prior to be permitted to observe at close range (i.e.
within the polling place itself, or anywhere closer than 100 feet away), you
must do so in advance of Election Day. There may be deadlines; contact
your county official to find out all relevant information. (Y ou can get
county election official contact information from this web page:
http://verifiedvoting.org/verifier/index.php?state=& topic_string=1019 .)
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Credentials? In some cases, poll monitors are only allowed inside the polling place if
they have prior permission, in the form of credentials obtained either
through a political party, or from a particular candidate, or from the county
election official directly. Poll monitorscredentialed by a party may be
allowed to observe the updated roster of the local precinct’s voters — to see
who has come to vote, and who has not yet voted. A candidate’ s or party’s
worker could then contact voters or work with others to get out the vote
for their party or candidate. Some party or candidate poll monitors may
seek to challenge voters whom they believe are not eligible to vote in that
precinct.

In other cases, any interested person may enter the polling place to
observe, provided that they do not disrupt the proceedings in any way nor
compromise any voter’sright to privacy. It is usualy up to the chief poll
worker or election judge in the precinct to determine whether a person is
being disruptive or not, so observers should exercise good judgment and
seek to be cooperative at al times, so as not to risk being removed from
the premises and forgoing your opportunity to observe.

Once you have your credentials or have confirmed that none are required,
you will need to decide where you will observe. Don't forget: if you
intend to serve as a poll monitor in another state, you must research the
requirements in that state. For example, California makes no specific
credentialing requirement of observers, but Florida does require prior
credentials through a legitimate political party or a specific candidate on
the ballot. In some states, for example Colorado, you are not permitted to
serve as a poll watcher if you are not a registered voter in the specific
county where you will observe. Y ou cannot observe in another courty.
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General Rules and Guidelines for Observing at Polling Places:

1. Make no contact with any voter inside the polling place.

2. Wear no political gear or buttons, nor partisan insignias of any
kind. Do not wear candidate buttons, candidate t-shirts or
candidate hats. (DO WEAR your TechWatch T-shirt!) Don’t carry
or distribute materials which may have partisan or candidate
information. Keep to thisrule even if credentialed by a party or
candidate.

3. Remember that the election judge or poll worker isin charge, and
can decide where you are permitted to sit or stand, and how many
observers or poll monitors can be in the location at a time. They
also may decide whether you can be permitted to come and go, or
switch off withanother poll monitor.

Observing the Polls  Prepare in advance for observing at the polls:

Poll Opening

1. Find out what type of equipment will be used by going to this web
page: http://www.verifiedvoting.org/verifier/

2. Familiarize yourself with the method of operation of the
equipment. See the “Full Information Sheet” for the voting
technology you will encounter, included later in this guide.

Observe the following procedures at the opening of the polls:

Machine Set Up: Electronic voting machines are positioned (with enough
distance between them and at such an angle asto allow privacy), set up
(on built in stands or separate booths, with privacy shields), plugged in to
an electrical outlet, and started up prior to the opening of the polling place.
This can take hours or minutes, depending on the type of equipment used.
For example, the ES& S iVotronic used in Miami- Dade County, Florida,
has been known to take several hours to get up and running ready for use;
for thisreason it is usually set up and started the night before voting
begins. Other machines may take as little as 10 minutes each to set up and
start. Find out for your area, so that you can observe at the correct time!
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Zero Tape: Before voting can begin, each machine MUST produce a
“zero tape.” This means the poll-worker starts the machine, issues a series
of commands to start the election, including asking the machine to print a
totals tape showing that zero votes have been cast on the machine at the
start of the election. Confirm that a zero tape was produced from each
machine in use. If the machine could not produce a zero tape (example: it
failled to remain “on” and would shut off while printing was underway),
IT SHOULD NOT BE USED FOR VOTING. The machine should be
taken out of service.

The zero tape is usually retained within the printer bay of the machine
itself until the end of the day’ s voting, when the tally of all votes cast on
that machine during the day will be printed further on the same tape. If it
is not retained within the machine's printer bay, or if it is removed,
observe what is done with the tape, and ask to view the serial number and
printout of the zero tape.

Serial Numbers: Log the serial number of each voting machine asit is
opened and prepared for the election. Compare this number at the end of
the day to the serial numbers on the top of every report for the polling
location.

Seals and Bays: Each machine has a drive bay for a memory unit; some
machines have additional bays which may house wireless communications
capability or other modem devices. Some states prohibit the use of
wireless communication devices; most “best practices’ reject the practice
of allowing wireless communication capabilities. Ask if you can see inside
the second bay door.

If you are permitted to observe at close range as the machines are set up at
the start of the voting day, you should observe tamper-proof seals or
tamper-tape covering the bay doors and locks prior to the machine being
set up for the day. If NO tamper-proof seal was covering the bay door/s, or
if it appeared the seal was broken or compromised prior to the setup of the
machine, please make note of it. You may ask the poll worker or election
official setting up the equipment if there is a policy in place regarding the
seal(s). If amachine' s seal was compromised, the equipment should not
be used (even if it prints a zero tape).
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Other Setup

After Polls Open

Many voting systems require the use of avoter card, sometimes called a
smart card, which is provided to the voter after she signsin at the poll
register. This card should be programmed before each use. The voter card
programmer device must be set up, plugged in and booted up to the proper
program before the polling place can open. This device programs the card
so that the proper precinct and ballot type is presented on the voting
machine when the voter inserts the card. Problems with voter card
programmers (sometimes called precinct control centers or precinct
control modules) have been known to delay poll-opening by hours, when
the device fails to boot up to the proper screen, thus disenfranchising
many voters who are unable to wait to vote. Observe that it is functioning
as expected, and make note if it does not.

Some jurisdictions now use “electronic pollbooks’ — please make note
whether your polling place has a hard copy pollbook (list of registered
voters for that precinct), or whether an electronic listing on a computer
device is used. If the electronic pollbook is used, it must either contain all
the data for that polling place or be connected to a central computer via an
internet connection, for example. Thisis another periphera device which,
if it malfunctiors or doesn’'t function the way it is expected to, can
severely delay poll operations and disenfranchise voters. Please make note
if there are any problems with the function of the electronic pollbook.

Once voting begins, be aert to problems that may occur during the day.

Problems with voter card programmer? Do you hear any complaints
from voters about not being able to find al the candidates they expect to
see on their ballot, about a ballot seeming incomplete, or other indications
that the card has been programmed incorrectly? (Note that incorrectly
programmed voter cards have disenfranchised numbers of voters —
particularly when they are voting on local issues and especialy when
precincts are combined into a“joint” polling place. This is happening with
increasing frequency around the country, and is to be anticipated in
Florida and other areas where hurricane damage caused election officials
to have to regroup. Poll workers and election judges must take extra
caution to provide the correct ballot type to the voter.)
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Problemswith screen calibration? A common —and very alarming—
problem with touchscreen voting machines occurs when calibration is
“off” alittle bit, which means that a voter will attempt to select a
candidate on one part of the screen, and a different area of the screen will
light up as selected. If repeated attempts to correct the problem are
unsuccessful the machine probably should be taken offline (if thereis a
sufficient number of functioning machines in the polling place), as voters
will find it very difficult to fedl confident that their vote was accurately
recorded under such circumstances. Calibration problems can occur when
machines are jostled or dropped, and may possibly occur even in the
process of transporting the equipment to the polling place. Note what
happens with the machine in question; note whether voters are directed to
different machines if they are available and if the problem machine has not
been taken offline.

Problems with power loss? Most e ectronic voting machines have some
battery power to serve as backup in the case of power loss. However, this
may be limited to only two hours or less, depending on whether the
machines were fully charged prior to set up. Poll workers should make
sure the outlet being used is“live’ at the start of the day; often a*“ battery”
indicator will appear on the machineif it is plugged in but not receiving
power. If the power goes out in the area for any reason, make note of how
long the batteries operate before machines begin to shut off. If power does
go out, find out if there is a sufficient supply of paper emergency ballotsin
case the power does not come back on before machines fail.
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Problems with machine function? Lack of familiarity with voting
equipment may contribute to problems in use. Such problems can include:

Accidentally resting athumb on one side of the screen while
selecting with the other hand which can result in the wrong
candidate’' s name lighting up inadvertently;

Inadvertently shifting a selector wheel (such as on the eSlate,
which does not use a touchscreen) one position further than
intended, especially when voting a straight ticket, which can result
in selecting a straight ticket of a different party;

A deeve brushing a part of the screen can trigger a* selection”
even when the voter did not intend it;

Some machines must be touched once on the screen to cause them
to start up and show the ballot so the voter can begin; if the voter
does not know this, they may think the machine does not work, or
may feel that they somehow do not know how to operate the
machine correctly.

None of these are “voter error” but rather the effect of using a complex
piece of equipment for voting. This may be the first time the election
judges or poll workers are facing this equipment too (other than training
they may have received), and so may not be familiar with how to resolve
every issue. Note whether poll workers assist the voters, offer guidancein
how to use the equipment, etc., or whether they react in an indifferent
manner or appear not to know how to resolve the problem.

Problem with machine failure? What happens when a machine is not
functioning properly? Make detailed notes about the problem which
causes the machine to be taken offline, and observe carefully what is done
with the machine. Were they able to print out atotal of the votes cast on
the machine before taking it down? Was the memory card left in the
machine or removed? Were sedls attached? Note the machine' s seridl
number and whether any ballots were cast on the machine prior to its
failure. Also, note whether the machine was replaced or not. If it was
replaced, the new equipment should have undergone the IDENTICAL set-
up procedures including printing a zero tape. Make note if any technical
assistant was present and whether he or she worked for the county or was
employed by a voting machine vendor.
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Poll Closing

Voter Card Reprogramming: Should happen each time the card is used.
If election workers are not reprogramming the cards for every use, please
make note of it. If it is feasible to ask the chief election judge or other poll
worker about policy on the matter, do so, but only if your question is not
going to be perceived as hostile or disruptive.

Other issuesto watch for:

Do election judges keep a running tally and check thetally on a
regular basis through the day to make sure the number of votes on
the machines is consistent with the number of voters who came
through the doors that day?

Are accessibility devices (e.g. headset, keypad) for use with the
voting machines set up in the morning and do they function
properly?

Once voting has finished for the day, poll workers must follow several
procedures to complete the process and close the polls. Try to observe as
closely as you are permitted as the poll worker goes through each step.

Note if thereisa running tally of ballots cast on the face of the
touchscreen or other voting machine (some show a number on the screen).
Make a note of thistally in order to compare it with the tally tape and
precinct totals, if at all possible.

Each machine' s vote totals should be printed as part of the election
closing procedures, so that no more votes may be cast on the machine. The
supervisor will usualy insert a supervisor’s card (like a voter card, but
with additional privileges) and select “close election” and go through the
stepsto produce the tally. Thistally usualy is printed on the same tape as
the morning’s “ zero tape.” The poll worker may print out several copies.

Then the memory card containing the voted ballots is removed from the
port, and in some cases the poll worker may re-seal the port doors. Note
whether seals are used.

The poll workers may have a procedure guide to follow; here are links to
procedures for closing the polls for each of several types of electronic
voting systems. See the Voting Technology Manuals section of the web
page at http://verifiedvoting.org/article.php?ist=type& type=63 .

Veified Voting Foundation Poll Monitor/Workers' Guide to Electronic Voting 18



Typically, election officials will inventory all the equipment including the
number of voter cards, supervisor cards, and the memory cards from each
machine, etc.

Some procedures include the use of an “accumulator” machine: one
voting machine is designated to accept vote totals from ALL the machines
(including its own vote totals) to run an accumulated total. (On some
machines, this may be done via wir eless transfer of vote totals from one
machine to another: make note if thisis the case as it indicates the
presence of wireless communication capabilities.)

Usually, the memory card from each voting machine is inserted into the
accumulator machine and the results uploaded for accumulation. After all
totals have been added to the one machine, a printout should be run of the
accumulated total. This accumulated printout may be what is posted at the
polling place.

If a modem transfer of resultsis to be used, the modem connection will
then be made from the accumulator machine (usually via a phone line) to
the jurisdiction’s central election headquarters.

Alternately, if no accumulation is done in the polling place by machine,
poll workers will note the totals from each machine's printout onto a card
or form for that purpose, will make note of the number of provisional
ballots cast and/or absentee ballots received (but not the votes from
these—votes from the paper ballots will be counted at the central facility
in Most cases).

The machines areturned off and closed up. Some machines are held
closed with zip-ties and possibly small seals, which may be numbered.
Others may be packed into cases.

Memory cards are then bundled together with one copy of the tally tape
from the machine the card pertained to, and all are packaged to be
transferred to the central headquarters along with voting equipment.
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Many states' election laws prescribe the manner in which the polls are to
be closed, including in some cases requiring that a printed copy of the total
results from that polling place be posted in a prominent location for the
public to view.

Do election judges or poll workers print polling place totals at the
polling place before connecting any electronic communications out
of the polling place?

Isacopy of printed polling place totals posted for public review
at the polling place at the end of the day? It must be outside, on the
door or wall so that the public may view the totals and log them to
compare later with reported precinct totals.

Make note of the final vote totals from the polling place. Compare them
with the running tally you logged at the end of the day from the machines
themselves, and note any discrepancy.

Note that few systems permit “provisional ballots” to be cast on
the electronic machine; most of the time these are cast on paper to
be checked and counted or disallowed later. The Diebold TSx
system has the capability of allowing votersto cast provisionals on
the machines; this may be true for other makes and models also.
Find out whether provisionals were cast on the machines; this will
affect the log. Provisionals are retained in memory but not counted
into the tallies right away. They would show as part of the running
tally of ballots cast, but not as part of the final tally of votes. Any
manual summary must take into account any provisionals that were
cast on the machines.

Finally, transportationof equipment and voting materials including
memory cards and polling place total tapes should be done by no fewer
than two poll workers, ideally from different parties. Local rules may
differ: transport may be done by sheriffs or other county personnel. Make
note of how ballots and voting materials were transported where you
observed. Find out where the materials were taken: to astaging area? To
county headquarters? To one of several counting locations? And make a
note of the location if possible.

[Thanks to Roxanne Jekot, Co-Founder of CountTheVote.org, Lillie
Coney at the National Committee for Voting Integrity, the NAACP, and to
the gang at BlackBoxV oting.org for contributions to this section]
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Tabulator Definition

Bring ID

Guidelinesfor Observing Central Tabulation

Observing the central tabulation of the votes in your jurisdiction is quite
different from observing in the polling place and watching the poll-
opening and closing procedures. In some cases this may be more “open”
to the public, in that you may not have to have credentials from a party or
candidate to watch, but keep in mind that this takes place in a much more
limited space, and you must make arrangements in advance with the
county, township or parish in order to observe.

Generally speaking, the central tabulator is the central computer that
tallies the votes and produces the final report for a given county or
equivalent jurisdiction.

Y ou should choose whether you can observe at a polling place or
observe at central tabulation; you probably won't be able to do both,
and you would want to be at the central count facility when ballot
materials begin to arrive from the polling places. If absentee ballots are
processed in the same genera area, you may be able to observe that
process before the central tabulating processes begin.

Some jurisdictions limit the number of observers. Get a comfortable seat
and plan to stay until the wee hours. Interesting things happen at the end,
when party observers are woozy and may be inattentive, so bring a
thermos of coffee and stay alert

Remember to take identification; you may be asked to show it before
entering the central tabulating area.

If early voting is allowed in your area, the tabulating process will include
the reporting and accumulation of vote totals of (a) early votes, (b)
absentee ballots, (c) polling place votes, and finally (d) provisional ballots.
Early votes and polling place votes will probably happen first, unless the
absentee counting is finished by election night. Provisional ballots are
checked first to make sure the voter was eligible to cast the ballot and then
counted and added in as part of the final canvass of the vote totals. The
canvass might not be completed for as long as 28 days.
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Central Tabulation Take noteson al your central tabulation observations and all responses to
guestions.

If possible, observe the entire day of operations at the central
election office. If the law in your state allows this, insist on it. Log
anything out of the ordinary, and log the names of the relevant
people.

Ask questions about how absentee ballots and early voting ballots
are handled.

Find out who monitors the modem communications coming in
from the precincts to the central tally computer. Does someone
check the validity of the transmission before alowing it to be
received?

AsK if technicians have been required to take the same oath as poll
workers to conduct alegal election. Monitor and log calls for
assistance the election office receives from the precincts:

Which precinct did the call come from?

What is the problem?

Was a technician dispatched?

How is the technician dispatched?

Did the technician take replacemert machines to the
precinct?

6. How long did it take to resolve the problem?

agrwdpE

Log the names of al people operating the central tally computer.
Observe what each one does, if possible.
L og the names of the partisan observers.
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As poll workers bring the reports and memory cards back to
election center, notice and log:

1. Do HQ Poll workers check the seals when they receive the
envel opes containing the reports and the memory cards?
What happens to the envelopes? Are they tracked?

2. Do HQ Poll worker register the number of cards indicated
in handwriting on the envelope?

3. What happens to the Zero Total Reports and the End of
Day Precinct Totals Report inside the envelopes? Are they
removed, saved, logged? Are the totals tracked?

4. What happens to the memory cards after the HQ Poll
worker breaks the seal? What recording does the HQ Poll
Worker do? Are the cards counted (there should be one for
every DRE)? By whom? How many times? What happens
to the accumulator card containing the precinct totals?

5. Doesthe HQ poll worker check or verify the serial numbers
or any other idertifying information on the memory cards?

6. What happens if none of the cards in an envelope contains
the accumul ated total s? |'s the accumulation process
performed on a machine at HQ? Are al the cards from the
precinct kept together?

7. Observe whether data from "accumulator” cards is
uploaded to the central computer. Does someone track
which precincts have been transmitted by modem and
which are to be uploaded from the cards?

Observe tabulator and room security. Take notes.

Ask the name and employer of everyone who enters the tabulation
room. Write it in your notebook. If you see vendor technicians or
"contract workers" touch the tabulator at al, make a note of the
time and the name of the person. In some states thisis a violation
of the law.

Ask where the modems are. (Not al counties use them.)

Use binoculars if needed, to observe the tabulator screen. Write
any error messages down in your notebook, noting the time. If the
program suddenly disappears (program crash) or the computer
crashes, note the time and file a public records request for the audit
log. Call incidents in to the Election Protection Hotline at +1 866
OUR-VOTE

Carefully observe disk management.
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If any pre-opened disk is put into the tabulator, ask first that the
disk be brought out to demonstrate that it has nothing on it.

1. Use anotebook to record the procedures for transferring
interim vote totals to the county Web site. Do election officias
recycle disks between the central tabulator and other
computers? If so make a note of the time and the person doing
0.

2. Isthe Web upload computer networked? If so, ask where the
other networked computers are, observe who is sitting at them,
write down names and employers.

Write down the setup of the central tabulator. Where do the cables
and wires lead? Ask about this. Are multiple tabulators networked
together? If so, ask where the computer is that houses the final
combined program. Make sure you can see it, and make a note of
who touches every tabulator on the network.

Watch to seeiif all polling places are uploaded into the central
computer. Sometimes the trouble spots are held to the end, when
observers are less vigilant. Sometimes they can't be uploaded at all.

[ Thanks to Roxanne Jekot, Co-Founder of CountTheVote.org, Lillie
Coney at the National Committee for Voting Integrity, the NAACP, and to
the gang at BlackBoxV oting.org for contributions to this section]
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Danaher (Guardian Voting Systems) — ELECTronic 1242

Name/ Model: ELECTronic / 1242 (alk/a Shouptronic 1242)*
Vendor: Guardian Voting Systems, Inc. (divison of Danaher Controls, Inc.)
Federally-Qualified Voter-Verified Paper Audit Trail Capability: None.

Brief Description: The Guardian Voting Systems ELECTronic 1242 is a poll worker-activated full-face direct
recording eectronic voting system. Voters press the front of a mounted ballot (see rightmost image above)
underneath which atouchsengtive matrix of switches records choices. Poll workers activate the machine using an
operator pand on the back of the machine to choose the ballot style and voters make choices by touching a
numbered box next to their choice. When cast, voting records are recorded interndly to eight memory locations:
three banks of battery-powered RAM ,? three banks of EEPROM? memory, one bank of EPROM* memory and
aremovable memory cartridge, which contains both EPROM and EEPROM memory. When polls are closed,
poll workers remove the memory cartridge that contains the vote records from each machine. These cartridges
are then ether physicdly trangported to a tabulation facility or their contents transmitted over modem using a
cartridge reading device.

Detailed Voting Process. When voters enter the precinct, poll workers confirm that they are properly
registered to vote. The poll worker uses an operator’s pand on the back of the machine to choose the balot style
appropriate for that voter.® The voter enters the curtains (see pictures at |eft above) and only the races for which
they are permitted to vote are activated. The voter then votes by pressing a numbered box beside each choicein
each race on the ballot. Hashing lights on the Ieft-hand side of the balot indicate races for which the voter has not
yet voted. If the voter tries to choose more than one choice in a given race (over-voting), the machine will ignore
the second choice. If the voter makes amistake, they can press the numbered box again to desdlect their choice;
the indicator light will go out. The voter may then select the correct choice.

! See: http://www.controls-online.com/gvs/vs.html

2 This Random Access Memory (RAM) is similar to the memory that isused in atypical personal computer where a constant
supply of power is necessary to keep datain memory. However, a 10-year life, lithium battery cell provides constant power to
the ELECTronic 1242'sRAM.

® EEPROM is electrically erasable, programmable read-only memory and retains data when un-powered.

* EPROM is erasable, programmable read-only memory and can only be erased with ultraviolet light.

® There may be different races for different precincts or political partiesin one polling place.
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When done voting, the voter presses alarge green “Vote’ button in the lower-right corner of the voting machine.
It isvery important that the voter does not push the vote-casting button until they are done voting; avote
inadvertently cast may not be redone. Once cadt, the vote is recorded interndly to eight internal memory
locations: three banks of battery-powered RAM that reside on the machine s centra processor, two interna
banks of EEPROM memory, one bank of EPROM memory and aremovable memory cartridge, which contains
one bank of EPROM and one bank of EEPROM memory. The vote records are stored in “vote tables’ as
aggregate vote talies and aso as balot images both interndly and to the removable memory cartridge.

When the polls close, the machines print out paper copies of the results and poll workers remove their memory
cartridges, which contain the vote records from each machine. At this point, the cartridges are physcaly
transported to atabulation facility. At the tabulation facility, eection officids use a cartridge reader to read the
data off of the cartridges and into vote tabulation databases. The results are then combined to produce an
aggregae vcéte taly. The printed tota tapes and memory cartridges can then become part of the official record of
the eection.

Past Problems

November 2003: Tennessee. A poll worker in Rutherford County inadvertently cast a vote during a
demonstration that may have resulted in atie for a Town Coundil position.’

October 2001: Tennessee. In Knox County, a voting machine showed an error code that corresponded to a
discrepancy between internaly stored vote tables. Loca officids could not retrieve the data or have the machine
print out the results. A Danaher technician was able to crosscheck the internd memory tables and provide
results®

November 2000: Tennessee. About 7% of memory cartridges in Knox County were temporarily unreadable
and three cartridges remained unreadable. There were dso problems with transmitting precinct- by- precinct vote
totals.’

November 2000: Tennessee. In Fayette County (Oakland, TN), problems, including double counting of some
ballots, were resolved after borrowing a tabulation machine from a neighboring county. ™

November 1998: Ohio. In Franklin County, “Votes for congressona candidates were incorrectly tabulated in
95 of the county's 735 voting precincts because memory cartridges did not match ballot faces for 371 voting
machines”"

August 1998: Tennessee. In Memphis, memory problems with lgptop computers and a centra tabulation

® Ballot images can be re-read off of the redundant memory inside the machine if a cartridge fails.

"“Mistaken vote may have led to Smyrnaelectiontie.” THE ASSOCIATED PRESS STATE & LOCAL WIRE, November 19, 2003.

8« City Council Primary Election Results Certified; Accurate Ballot Count Finally Obtained From Malfunctioning Machine.”
KNOXVILLE NEWSSENTINEL (TENNESSEE), October 7, 2001.

® “Report on voting difficulties due within aweek; Voters get chance to detail problems.” KNOXVILLE NEWSSENTINEL
(TENNESSEE), November 14, 2000.

9«“Mullins Repeats As Mayor After Voting Irregularities In Oakland.” THE COMMERCIAL APPEAL (MEMPHIS, TN),
November 11, 2000.

' “Miscount Could Have Been Avoided.” COLUMBUS DISPATCH (OHIO), December 11, 1998.
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computer used to read memory cartridges garbled vote results. ™

June 1992: Ohio. 40 out of 758 machines used in Franklin County had problems that required service. Seven
memory cartridges could not be read and were entered in by hand. Findly, there were problems combining DRE
results with hand-entered lever machine results.™®

NASED Qualification Status:**

07/09/96: ELECTronic 1242 DRE
11/01/01; Firmware 5T, 6T
12/05/02: Firmware 4T10, 5T2, 6T5

References:

The Philadel phia City Commissioners Office. “Risk Assessment of Danaher Controls DRE Electronic [1242] Voting System and
Philadelphia Procedures.” Prepared by: Bob Lee, Voter Registration Administrator (March 9, 2004).
http://www.seventy.ora/el ectioninfo/DRERecei pts2004.html

The Department of Elections for New Castle County. “Report of the Committee to Review Physical and Operational Security of
the Danaher Controls 1242 Electronic Voting Machine.” (June 22, 2004). http://www.state.de.us/doe _ncc/Pubs/VM_Report.pdf

12« Simple 'Reboot' Might Have Averted Election Glitch.” THE COMMERCIAL APPEAL (MEMPHIS, TN), August 29, 1998.

3“New Voting Machines Don't Satisfy County.” COLUMBUS DISPATCH (OHIO), June 12, 1992.

“NASED Qualified Voting Systems (06/30/2004). National Association of State Election Directors. See:
http://www.nased.org/certification.htm
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Diebold AccuVote-TS

Name/Modd: AccuVote-TS
Vendor: Diebold Election Systems

Brief Description:

The AccuVote-TSislikely the widest-deployed of dl of Diebold's voting systems. It is a smart-card activated
multilingual touchscreen system that records votes on internd flash memory. Votersinsart a"smart-card” into the
machine and then make their choices by touching an area on a computer screen, much in the same way that
modern ATMs work. The votes are then recorded to interna e ectronic memory. When polls close, the votes for
aparticular machine are written to a“PCMCIA card” which isremoved from the sysem and ether physicaly
trangported to election headquarters or their contents transmitted via computer network.

Detailed Voting Process:

When the voter enters the precinct, he or sheis given a"smart-card" by a poll worker after confirming the voter is
registered. A "smart-card” is a card the Sze and shape of a credit-card which contains a computer chip, some
memory and basic data such as the voter's voting language and politica party. The voter then takes the smart-
card to a voting machine and inserts the smart- card into the machine to dlow voting. After usng the touchscreen
to vote, 1) therecord of the vote is directly recorded eectronically to multiple, interna flash memory cards and 2)
the voter's smart-card is reset to ensure thet it can only be used to vote once. The smart-card pops out of the
machine with aloud "click”" and the voter returnsit to a poll worker.

When the polls close, a poll worker or eection officid inserts a different-type of smart-card, an administrator
card, into each voting machine and puts the machine into a post-eection mode where it will no longer record
votes. At this point, the machine writes the votes from its internad memory to flash memory on a"PCMCIA card".
The PCMCIA card is merely aremovable form of flash memory. A printed tape of al votes cast or vote totas for
the voting machine can dso be printed out at this time depending on loca procedure and regulations.

The PCMCIA cards are taken out of each machine and either taken to a centrd tabulation facility or to remote
tabulation facilities. At the tabulation facility the votes are read out of the PCMCIA cards and into a centra
computer database where precincts are combined to result in an aggregate vote. For remote facilities, the votes
are transmitted to the centrd tabulation facility viaa closed "Intranet”, the Internet or modem. The PCMCIA
cards and any printouts from the voting machines can then become part of the officid record of the dection.
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Past Problems:

March 2004: Cdifornia. 55% of precinctsin San Diego county experienced mafunctions due to battery
problems that prevented polling places from opening on time. VVoters were told to return later in the day but it is
unknown how many were able to do s0.15

March 2004: Maryland. At least one voter using Diebold dection equipment was not presented with the entire
balot. Poll workersindicated that they knew of such errors when the balot magnification festure was
activated.16

November 2003: Georgia. Allegations of widespread complaints by citizens who voted “no” on a salestax
proposition but saw Diebold machines register “yes’ caused county officials to take the machine out of service
during the dection.17

April 2002: Kansas. In Johnson County, an unexplained software error caused voting machines to miscount
votes. Some modems used to tranamit results from polling places to the centra eection office failed. After this
latter incident, cartridges that record results are hand- delivered to the office. Also, results were misreported in Six
races. The system miscounted hundreds of votes, and a re-count was ordered.18

November 2002: Maryland. When voters voted for the Republican candidate for governor, an ‘X’ appeared
beside the name of the Democratic candidate.19

!> Report on March 2, 2004 Statewide Primary Election. California Office of the Secretary of State. See:
http://www.ss.ca.gov/elections/ks dre papers/march 2 report_final.pdf

®“Think You Voted in Md.? Think Again,” THE WASHINGTON POST, March 7, 2004.

7 “NAACP disputes sales tax results, DuBose files complaint in Muscogee Superior Court.” LEDGER-ENQUIRER, November 13,
2003.

18« New voting technology is questioned: Computer systems can be tampered with, critics say.” THE KANSASCITY STAR,
September 21, 2003.

B «Glitches cited at some polls.” THE WASHINGTON TIMES, November 6, 2002
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Diebold AccuVote-TSx

Name/M oddl: AccuVote-T Sx
Vendor: Diebold Election Systems

Brief Description:

The AccuVote- TSX is a smart-card activated multilingua touchscreen system that records votes on internd flash
memory. Votersinsart a"smart-card” into the machine and then make their choices by touching an areaon a
computer screen, much in the same way that modern ATMswork. The votes are then recorded to interna
electronic memory. When polls close, the votes for a particular machine are written to a“PCMCIA card” which
is removed from the system and either physicaly transported to el ection headquarters or their contents transmitted
via computer network.

Detailed Voting Process:

When the voter entersthe precinct, he or sheis given a"smart-card” by a poll worker after confirming the voter is
registered. A "smart-card” is a card the Sze and shape of a credit-card which contains a computer chip, some
memory and basic data such as the voter's voting language and politica party. The voter then takes the smart-
card to a voting machine and insarts the smart- card into the machine to dlow voting. After usng the touchscreen
to vote, 1) therecord of the vote is directly recorded eectronically to multiple, interna flash memory cards and 2)
the voter's smart-card is reset to ensure that it can only be used to vote once. The smart-card pops out of the
meachinewith aloud "click" and the voter returnsit to a poll worker.

When the palls close, a poll worker or dection officid inserts a different-type of smart-card, an administrator
card, into each voting machine and puts the machine into a post-dection mode where it will no longer record
votes. At this point, the machine writes the votes from its internd memory to flash memory on a"PCMCIA card".
The PCMCIA card is merdly aremovable form of flash memory. A printed tape of dl votes cast or vote totas for
the voting machine can dso be printed out at this time depending on loca procedure and regulations.

The PCMCIA cards are taken out of each machine to a centra tabulation facility or to remote tabulaion facilities.
At the tabulaion facility, the votes are read out of the PCMCIA cards and into a central computer database
where precincts are combined into an aggregate vote. For remote facilities, the votes are transmitted to the central
tabulation facility viaaclosed "Intranet”, the Internet, or modem. The PCMCIA cards and any printouts from the
voting machines become part of the officid eection record.
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ES&S —iVotronic
Name/M odd: iVotronic
Vendor: Election Systems & Software (ES&S)

Brief Description:

ES& S iVotronic Touch Screen Voting System is a poll worker-activated, portable, multilingua touchscreen system
that records votes on internal flash memory. A poll worker uses a device called a Persona Electronic Bdlot (PEB;
pictured above at |€eft) to turn the machine on and enable voting. Voters choose their balot language and then make
their selections using a touchscreen, much in the same way that modern ATMs work. When the polls close, poll
workers move summary data from each machine onto the PEB. The PEBs are then transported to election
headquarters or their contents transmitted via a computer network.

Detailed Voting Process:

When the voter enters the polling place, a poll worker first confirms the voter is registered. Then the poll worker
walks with the voter to an iVotronic and inserts the PEB in the PEB dot (visible as the rectangular dot in the upper
left corner of the middle image above). The PEB communicates with the iVotronic using infrared signals, much like
a TV remate control works, except that the PEB and iV otronic will not communicate unless the PEB is completely
inserted. If the election requires a a specific ballot style, the poll worker chooses this for the voter. Activation by the
PEB enables the iVotronic to vote once.

The voter then selects a ballot language and makes decisions using the touchscreen. When the voter is done, he or
she presses asmall “vote’ button at the very top of the iVotronic to cast the vote. The vote is then recorded to three
internal flash memories that reside inside the machine. A fourth memory isaremovable card, caled a“compact
flash” (CF) card; note that CF is the same technology used in many digital cameras to store photos. During the
eection, the CF card holds audio files (for those with visua disabilities) and ballot definitions; vote datais written to
the CF card when the machineis closed.

A poll worker closes the polls by using the PEB with a password to enter a supervisor menu on each iVotronic.
After closing the election for a given machine, summary vote data are transmitted to the PEB viainfrared signals.20
After the PEB is used to close dl the iVotronic machines, it contains al the summary data for the precinct.

% Note that the vote data transmitted to the PEB at the closing of amachine is summary vote datainstead of raw vote data; that
is, it isasummary of the votes recorded rather than each individual electronic ballot as stored inside theiV otronic'sinternal
memory. In order to do a proper recount or error analysis, one would need to remove the CF cards from the iV otronics and
seal the CF cards for a precinct with the PEB and any printouts. Thisinformation is courtesy of Doug Jones of the University
of lowa.
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Depending on local regulations and procedures, poll workers can use a*“ printer pack” at this point to print the result
summary from the PEB on to paper. The PEB for that precinct, any printouts and the CF cards are then either
physicaly transported to a central tabulation facility, and in addition, the data may be transmitted by telephone using
the modem included in the printer pack.

All of the éectronic ballot images and event log data remain in the iVotronic until it is cleared for the next election.
Many jurisdictions use the seriad port on the back of the iVotronic to extract this data

for archival storage during normal post-election procedures. This data duplicates what is stored on the compact flash
card, and some jurisdictions save only this data or only the data from the compact

flash card.

Past Problems:

January 2004: FHorida In a specia election for the State House District 91 seat, with only one item on the
ballot, ES& S electronic voting machines showed atota of 134 undervotes — that is, 134 balotsin which
voters did not select a candidate even though it was a single-race election. The winner received 12 more
votes than the runner-up. Forida law requires a manua recount of invalid votes when the winning margin is
less than one-quarter of one percent. However, election officials determined that no recount was required
because the 134 invaid votes were cast on electronic voting machines, and thereis no record of the original
votes.21

May 2003: Florida. An internal review of eection results by a Miami-Dade county election officid found
that a DRE system sold by ES& S and used in the May 20, 2003 North Miami Beach runoff election (as well
asin earlier eections) was “unusable’ for auditing, recounting or certifying an election due to a*“ serious
bug” in the software.22 As of August 2004, the newest software releases from ES& S fix this bug, which
turns out to have been triggered by alow battery condition.23

November 2002: North Carolina. At two early-voting locations in Wake County, North Carolina (Raleigh),
iVotronics failed to record 436 ballots. This was due to a problem in the firmware of the machines.24
Firmware is akind of software loaded on read-only memory so that it cannot be easily changed.

October 2002: Texas. Democrats said they received severa dozen complaints from people who said that
they selected a Democratic candidate but that their vote appeared beside the name of a Republican on the
screen. Some votes cast for Republicans were counted for Democrats.25

September 2002: Florida. A spot check of machines revealed two problems. First, severd Miami-Dade
precincts, each with hundreds of voters, are listed as showing one or even no votes cast on election day.
Second, differences arose within the same precincts between vote totals produced by the main tabulation
system and a backup system.26

?L “Electronic Vote Recount Stumps Broward Officials.” SUN-SENTINEL, January 10, 2004.

22« Count Crisis? Election Officials Warn of Glitchesthat May Scramble Vote Auditing.” MIAMI DAILY BUSINESS REVIEW,
May 16, 2004. “Glitch Forces Changein Vote Audits.” THE MIAMI HERALD, May 15, 2004.

% Doug Jones, personal communication. Note that the software that fixes this bug has made it through | TA testing and state
testing in at least Florida.

2« Electronic Ballots Fail To Win Over Wake Voters, Election Officials; Machines Provide Improper Vote Count At Two
Locations,” WRAL-TV RALEIGH-DURHAM, Nov. 2, 2002.

%« Area Democrats say early votes miscounted,” THE DALLAS MORNING NEWS, Oct. 22, 2002.

% «_eahy: Unskilled workersto blame,” MIAMI HERALD, Sept. 12, 2002.
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Hart InterCivic eSlate 3000
Name/M odel;: eSlate 3000
Vendor: Hart InterCivic, Inc.

Brief Description:

Hart InterCivic's eSate is a multilingud voter-activated e ectronic voting system where the voter turns a Sdect
Whed and pushes a button to indicate hisher preference. The eSate is connected via cable to the Judge's Booth
Controller (JBC; image above) which provides vote activation and vote storage for up to twelve eSates. A poll
worker issues afour digit, randomly generated Access Code to the voter using the JBC. The voter enters the
Access Code on the eSate and votes using the select Whed and Buttons. Once the bdllot is cadt, the votes are
stored in redundant and physicaly separate aress of the eSate System, including the eSate, JBC and flash
memory. The votes are transmitted via a cable to the BBC, and are stored on the JBC and on a flash memory
card (Mobile Bdlot Box or MBB) insdethe BC. Thenthe MBB is physicdly transported to eection
headquarters for tabulation.

Detailed Voting Process:

When the voter enters the precinct, poll workersfirst confirm that the voter is properly registered. Then, apoll
worker using the Judge's Booth Controller (JBC) prints out a piece of paper with afour digit, randomly generated
Access Code. This number does not tie to the voter's identity but ties to the voter's precinct so that the proper
ballot style for each voter will appear on the eSate after avoter enters hisher Access Code. A voter isNOT
assigned to any specific voting termind. A voter can proceed to any open eSate booth.

The voter takes the piece of paper with the Access Code to any open eSlate booth and enters the number into
the eSate device using the Sdect Whed and Enter button. This Access Code number permits the voter to vote
once; the Access Code will not work a second time. The voter makes his or her selections using the buttons and
Sdect Whed on the bottom of the eSate. The Sdlect Whed dlows the voter to navigate through the ballot.
When the voter isfinished, he or she presses the red "Cast Bdlot" button at the lower Ieft-hand corner of the
eSlate to cast his’her balot. Access Codes cannot be reissued by the JBC.

It ispossible for avoter to ask a pollworker if hisher Access Code has registered a ballot on the BC. If the
voter has completed the voting process and cast a ballot, the pollworker can print off a piece of paper smilar to
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the Access Code that lists the voter's Access Code number and reads "Assigned and Cast." Again the Access
Code isarandomly generated number and does not tie to the identity of the voter.

The bdlot is then tranamitted over the cable that connects the eSate to the JBC on a closed, private network.
Thiscableisa"serid" cable and carries both power and data. Up to twelve eSlates can be connected via this
serid cableto the BBC. The JBC records and stores the balot internally and on aflash memory card or Mobile
Bdlot Box (MBB). Additiondly, each balot is stored on the individua eSate voting unit so that dl balots are
stored redundantly in separate areas of the eSate System. The MBB is aremovable PCMCIA computer card
that stores vote data as well asthe ballot definitions. needed to open the polls for agiven election. The PCMCIA
card is acredit card-szed device containing flash memory thet is seded into adot on the JBC.

Oncethe bdloting is closed, the poll workers use the printer on the JBC to print summary results on to paper.
Then the poll workers either remove the MBB and physicaly transport it with any printouts to a centra tabulation
facility or they can transport the JBC itsdf depending on locd regulations and procedures.

Past Problems:

March 2004: Cdifornia Hundreds of votersin Orange County were turned away when one eSlate
machine broke down. It isnot clear from reportsif thiswas a JBC or eSate.27

March 2004: Cdlifornia Approximately 7,000 voters were presented with the wrong ballots due to
problems with poll workers understanding the eSlate system. In 21 precincts where the problem was
most acute, more ballots were cast than there were registered voters. Tallies at an additional 55 polling
places with turnouts more than double the county average of 37% suggest at least 5,500 voters had their
ballots tabulated for the wrong precincts.28

February 2004. Virginia. Voters had to cast paper balots when the JBC unit at one precinct “fried,”
rendering dl the eSate machines unusable.29

November 2003: Texas. Poll workersin Harris County, confused by the eSate system's complexity,
could not get the machines to work properly. Subsequent investigation revealed they had been assgning
the wrong bdlots to voters using the JBC.30

27 «\/ oters Decide Record Bond I ssue; Edwards Quits.” NBCATV, March 2, 2004.

2847000 Orange County Voters Were Given Bad Ballots.” LOS ANGELES TIMES, March 8, 2004.
2« Polling places report light turnout here,” RICHMOND TIMES-DISPATCH, February 11, 2004.
¥« ESlate voting proves smooth, not flawless.” HOUSTON CHRONICLE, Nov. 5, 2003.
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Sequoia AVC Advantage
Name/Model: AVC Advantage
Vendor: Sequoia Voting Systems, Inc.

9

Brief Description:

The AVC Advantage is a poll worker-activated full-face direct recording eectronic voting system with a touch
sendtive matrix of switchesthat voters push to indicate their choices. Voting records are recorded interndly to
battery-powered RAM. Poll workers activate the machine using an operator pand on the sde of the machine to
choose the balot style and voters make choices by touching a black arrow next to their choice. A record of the
vote is then recorded interndly to three sets of battery-powered RAM memory. When polls are closed, poll
workers remove a cartridge of battery-powered RAM that contains the vote records from each machine. These
cartridges are then ether physicaly transported to a tabulation facility or their contents transmitted over modem.

Detailed Voting Process:

The voter entersthe precinct and is given avoting ticket after confirming that the voter is registered. Thevoting
ticket isa colored piece of paper with two identical and unique numbers.31 The voter hands their ticket to a poll
worker operating an Advantage voting machine and then tears the voting ticket in haf and hands one haf back to
the voter. The poll worker uses an operator’s pand on the side of the machine to choose the balot style
appropriate for that voter depending on the color of their voting ticket.32 The voter enters the curtains (see
picture above) and verifiesthat their ballot isthe right one by comparing the color of their ticket to aLCD screen
in the lower-right corner of the front of the voting machine. Then the voter votes by pressing a black arrow next
to each choice in each race on the balot. Blinking lights above each race indicate that no choice has been made
in that race. If the voter tries to choose more than one choice in a given race (over-vating), the machine will
ignore the second choice. If the voter makes a mistake, they can press the black arrow by the incorrect choice to
desdlect it, then they can select the correct choice.

When done voting, the voter pressesa“Cast Vote’ button in the lower-right corner of the voting machine. Itis
very important that the voter does not push the vote-casting button until they are done voting; a vote inadvertently

% The two numbers on the ticket are not tied in anyway to the voter other than ballot style.

¥ The color of the voting ticket is used to specify the precinct or party (in a partisan primary) for which the voter is permitted to
cast votes. For aparticular ballot style, voters cannot vote for arace or party in which they are not allowed to vote (the
choices for those races are disabled and cannot be selected).

S EE o )
v o~ ‘,érlfledvotlng m
oterProtection




cast can likely not be redone.33 The vote is recorded interndly to three sets of battery-powered RAM, one of
which is on aremovable cartridge.34 The vote records are stored in amanner smilar to abalot image.35

When the palls close, poll workers remove cartridges of battery-powered RAM containing the vote records from
each machine. At this point, depending on loca eection procedure and regulations, the cartridges can ether be
physicaly trangported to a tabulation facility or they can be sent over amodem. At the tabulation facility, the
votes from al cartridges and precincts are read into vote tabulation databases and combined to result in an
aggregate vote tally. In order to send vote records over amodem, a cartridge reader must read out each
cartridge and then amodem in the cartridge reader can be used to transmit the votes over telephone lines. The
cartridge reader can aso print out aresults tape of al votes cast in aprecinct. The tota tape and cartridges can
then become part of the officid record of the eection.36

Pagt Problems

June 2004: New Jersey. In Morris County, a glitch with the voting machines left the results of the dection
unknown. A back-up system dso madfunctioned.37

March 1997: Nevada. In Clark County (Las Vegas), numerous problems occurred from “poll workers
miscaculating the number of names on voting rogters, voters who said they accidentally pushed the wrong
buttons, and ... unrecorded voters who huffed away from polls without casting ballots.”38

% This can depend on local election law, procedures and regulations.

% Thisis Random Access Memory (RAM) and needs el ectricity — from a battery — to keep votesin storage. An event log,
maintenance log and audit log is also stored on the memory pack.

* gpecifically, the AVC Advantage’ sinterface is aswitch matrix. That is, the screen can be thought of as agrid with rows and
columns and it isthe grid position of each choicethat isrecorded for each race. The votes are stored as strings (ASCI |
characters;, for example, “A9,B2,...").

% \/ote records can be re-read off of the redundant memory in the Advantage if a cartridge fails.

¥ «Kinnelon results unknown as voting machine, computer fail.” THE RECORD (BERGEN COUNTY, NJ). June 9, 2004.

% «Election glitches admitted.” LASVEGAS REVIEW -JOURNAL. March 5, 1997.
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Sequoia AVC Edge

Name/Mode: AVC Edge
Vendor: Sequoia Voting Systems, Inc.

Brief Description:

The Sequoia AV C Edge is a voter-activated multilingua touchscreen system that records votes on internd flash
memory. Votersinsart a"smart-card” into the machine and then make their choices by touching an areaon a
computer screen, much in the same way that modern ATMswork. The votes are then recorded to interna
eectronic flash memory. When polls close, the votes for a particular machine are written to a“PCMCIA card”
which are removed from the system and either physicaly transported to el ection headquarters or their contents
trangmitted via computer network.

How To Vote On ThisMachine:

When the voter enters the precinct, he or sheis given a"smart-card" by apoll worker after confirming the voter is
registered. A "smart-card” — a card the Size and shape of a credit-card — contains a computer chip, some memory
and possibly basic data such as the voter's politica party. The voter then takes the smart-card to a voting machine
and inserts the smart-card into the yellow dot visble in the middle picture above. Thefirst screen presented to
the voter is one that dlows him or her to choose the ballot language. After using the touchscreen to vote, 1) the
record of the voteis directly recorded dectronically to two flash memory cards and 2) the voter's smart card is
reset to ensure that the voter can only vote once. The AV C Edge may aso be equipped in some precincts to print
avoter-verified paper audit trail using the VeriVote printer. In this case, the voter will ingpect the printout which
is displayed underneath glass. If the paper accurately reflects the vote, the voter indicates so using the
touchscreen and casts the vote; the printed paper is withdrawn into the machine to protect privecy. If the paper is
incorrect, the voter may mark it as spoiled and change his or her vote using the touchscreen interface. After the
vote is cadt, the smart-card pops out of the machine and the voter returnsit to a poll worker.

When the polls close, apoll worker or eection officid inserts a different-type of smart card, an adminisirator

card, into each voting machine and puts the machine into a postel ection mode where it will no longer record

votes. At this point, the machine writes the votes from itsinternal memory to flash memory on a"PCMCIA card.”
The PCMCIA card is merely aremovable form of flash memory. A printed tape of al votes cast or vote totals for
the voting machine can dso be printed out at this time depending on loca procedure and regulations.
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The PCMCIA cards are removed from each machine and ether taken to a centrd tabulation facility or to remote
tabulation facilities. At the tabulation facility the votes are copied from the PCMCIA cards and into a centra
computer database where precincts are combined to result in an aggregate vote. The votes may aso be
transmitted to the central tabulation facility viaaclosed "Intranet”, the Internet or modem. The PCMCIA cards
and possible any printouts from the voting machines can then become part of the officia record of the eection.

Pagt Problems

June 2004: New Jersey. In Morris County, the central tabulation system could not read the data from the
PCMCIA cards. The system showed zer0s.39

November 2003: Cdifornia. After a battery problem occurred during the eection in Sarta Clara County,
Sequoiatechnicians worked on the machines without oversight from county officids. Following
November's dection in Santa Clara County, Sequoia sent over a group of technicians to make
adjustments to voting machines that experienced battery problems.40

November 2002: New Mexico. In Berndillo County, 48,000 people voted early but no race showed
more than 36,000 votes. The cause was a software bug.41

April 2002 Florida. In Hillsborough County, one precinct could not transfer data on 24 out of 26
PCMCIA cards. Results summaries were faxed in and entered by hand.42 In March 2003, asmilar
problem plagued 2 out of 678 PCMCIA cards.43

March 2002: Horida In PAm Beach County much went wrong. When voters selected their language,
the Edge froze up. Other reports indicate votes registering for wrong candidate.44 15 PCMCIA cards
were temporarily lost and centra system would not report result. In arace won by 4 votes, 78 were
blank; voters reported erratic machine behavior.45

November 2000: Cdifornia During the 2000 presidentid eection in Riversde County, a computer from
Sequoia began dropping touch- screen ballots from the vote taly. A Sequoia sdlesman who was on hand
intervened and fixed the problem.46

¥ "Montville and Chatham mayors ousted.” NEW JERSEY STAR-LEDGER, June 9, 2004.

“0«Electronic voting's hidden perils” SAN JOSE MERCURY NEWS. February 1, 2004.

“L "Election results certified after software blamed." ALBUQUERQUE TRIBUNE, November 19, 2002.

“2rOfficials still searching for election glitch: The new system could not send the tabul ations to the electionsoffice." ST.
PETERSBURG TIMES, April 6, 2002.

“3 "Elections Chief Sees Nearly Flawless Vote." ST. PETERSBURG TIMES, March 5, 2003.

j:"Human goofs, not machines, drag votetally into next day." PALM BEACH POST, 14 March 2002.
NEW TIMES, April 24, 2003.

“®1d.,, note 14.
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Unilect Patriot

Name/Model: Unilect Patriot
Vendor: Unilect Corporation

Brief Description:

The Unilect Patriot isamultilingua eectronic voting syslem where the voter presses on-screen to indicate higher
preference. Election officias program ballot information at a central location, load eection datainto an
“InfoPack” which is then inserted into a Precinct Control Unit (see photo). Individua terminas are connected
together into the PCU to receive ballot data

Voters make selections by pressing the box surrounding a candidate’ s name, navigating through ballot pages by
means of navigation buttons, review their ballots by means of a summary screen, and can go back and change
selections before cagting their final votes. Vote datais stored in redundant memory insgde esch terminal. After
polls close, vote datais |oaded back into the PCU and can then be transmitted via modem to a tabulation center.
Alternatively, the “InfoPack” (which store the vote data from al of the terminals at the polling place) can be
removed from the PCU and taken to a tabulation center.

Detailed Machine and Voting Process I nformation:

Pre-dection procedures

Bdlot information is generdly programmed by city or county eection officias and later delivered to polling places.
In order to create the balots that will be used on the Patriot termind's, a menu-driven program is used to prompt
the entry of dl offices, candidates and propositionsin order to "code" the dection. Election officids have the
option to print out the ballot on paper for proofreading purposes.

Bdlot datais transferred to polling placesin the form of an administrator interface loaded with precinct- specific
data. By placing an "InfoPack™ (alittle larger than a pack of cigarettes) into the "InfoPacket” atached to the PC,
the necessary bdlot instructions are eectronicdly transferred from the el ection supervisor PC to the InfoPack
(about 5 seconds). It isthen inserted into the Precinct Control Unit (“PCU” — see above photo) for the
appropriate precinct. It istested, sealed and sent to the precinct dong with the prescribed number of Petriot
Voting Devices.
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In order to load the proper ballots into the Patriot terminds, the precinct workers place the PCU on the table and
st up each booth. These are then connected from one to another by acord smilar in Szeto alamp cord. The
PCU isthen turned on.

With the PCU in front of them, one of the precinct workers breaks the seal on the "Open Polls' latch, didesit
open, and touches the red button undernesth. Thisimmediately causes the printer to print areport showing al the
candidates with zero totas.

Voting on Election Day

The polls are now open and await the first voter. As each voter is checked in, the precinct worker determines
which balot style the voter is entitled to use (only if asplit precinct, or a certain party in aprimary), and assigns
them to a particular open VVoting Device booth. Only the offices on which the voter is entitled to vote should be
displayed on the Voting Device. If avoter isjudged to bea"Provisond™ or "Chdlenged" or "Conditiond" or
"Affidavit" voter, aspecid button alows hinvher to vote on the Patriot. Depending on local procedures, this
balot is not normally counted on election evening, but is added later if found to be valid.

Each voter should see the balot eectronically displayed on the screen. In localities where more than one language
isrequired, the voter has the option of choosing which language he wishesto view. Usudly the entire balot will
take more than one screen, so the voter may move forward or back by touching the appropriate box on the
screen. The voter makes each candidate selection by touching anywhere in the box containing that name. As each
is selected, that candidate's box becomes highly illuminated and ared “x” is placed next to the name. If amigtake
Is made, the selected candidate's box may be touched again (de-selecting him), and the new candidate sdlected.
The entire balot may be reviewed at any time to check who was previoudy sdlected.

Write-ins may be dectronicaly entered by touching the "Write-In" box for a particular office. Upon sdlection of
the write-in option, the screen changes to display an aphabet, and the write-in name may be pdlled by touching
the proper letters.

When completdy finished voting, the "Review Choices’ areaistouched. Thiswill automaticaly display ona
sngle screen dl choices made by that voter. 1t will aso highlight those offices which were not completed by the
voter. At that point, the voter may either "Make Balot Changes' or "Record Balot Now". At this point, the
voter has completed higher task and leaves.

Accessibility features

Unilect offers severd bility features associated with the Patriot, though it is unclear if these features are
readily available and ingaled on each termind. These include the ability to disconnect and move terminasto
enable “curb-sde’ voting, headphones and different shaped response buttons to facilitate voting by the sight-
impaired, etc.

Preferential/Proportional voting

The Patriot Voting System aso alows the use of "Preferentid” or "Proportiona” voting where permitted. This
alows each voter to rank their candidatesin order of desirability. Candidates are then elected by quota. (Such
voting methods or used by some jurisdictions to diminates the need for additiona runoff dections.
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Post-election procedures

At the end of the eection day, a sed is broken on the "Close Polls' latch, opened and an exposed red button is
touched. Several copies of the final precinct report are automaticaly printed, showing the candidates and their
votetotals. Presumably, vote datais at this stage transferred back from the terminals to the PCU. Wherea
gandard telephone line is available, the line isinsarted into the phone jack of the Precinct Control Unit. All
precinct totals are then transmitted directly to the Centrd Office PC. It is unclear whether this processis
automated or whether poll workers must take affirmative action to initiate this upload. Another sedl isthen
broken and the InfoPack is removed in order to be taken to a tabulation center.

At the tabulation center, each InfoPack (for precinct totals not sent by telephone) isinserted into a centra PC
equipped with the Patriot InfoPacket for afive (5) secondsto load the totals into the PC.  Throughout eection
evening, summary reports can be printed showing dl of the up-to-the-minute totds as they are recelved (including
al write-ins).

Equipment — at the polling place

Patriot voting devices (5to 8 1bs), including a standard punch card type voting booth (13 |bs.) that folds up into
an attache case. The Voter Unit may contain either a 10.4" (diagona measurement) black and white screen or a
15" color screen with 256 available colors.

One precinct control unit (PCU) per precinct (30 Ibs.), has an eection worker control pandl covering al aspects
of running the activitiesin the precinct, a printer which dlows the printing of precinct results as soon as the polls
close, abattery to assure proper operation when "wal" eectricity becomes unavailable, an InfoPack which
contains the brains of the ballot aswell asfind vote totds, and an interna modem for direct transfer of totas from
a standard telephone in the precinct to the Patriot Central Station, in the eection office.

Equipment — at the election office

One Patriot Central Station (per jurisdiction), includes a PC or PC network powerful enough to code dl ballotsin
the jurisdiction, accept dl totals directly from the precincts via modem, and/or accept totals directly from
InfoPacks and absentee ballots, ingtantly adds and tallies together including in-person or early voting ballots, and
disseminates that information via summary reports throughout dection evening (as well asindividua precinct
reports, canvass, logs and other miscellaneous reports). Other equipment included are InfoPackets, a printer (to
match the jurisdiction’s needs), modems, and an absentee ballot reader.
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Unilect Patriot (page 3 of 3)
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— Voting Technology Demos

A number of counties and voting machine vendors have published online
demos and/or animations to assist voters in voting effectively. We present
below alist of the demos we've discovered so far.

Diebold AccuVote TS and Diebold AccuVote TS-X
http://www.diebold.com/dieboldes/OnLine Demo/screenl.html

ES& SiVotronic
http://www.essvote.com/HTML /products/ivotronic.html

State/local guide (including video):
http://www.srgel ections.com/menu touchscreen.htm

http://el ections.co.miami-dade.fl.ushow to vote.html

http://www.usel ections.com/fl/fl-ivotronic.htm

Microvote MV 464
http://www.sos.state.mi.us/el ection/votesys/equi pment/microvote/

Sequoia AV C Advantage and Sequoia AV C Edge:
http://www.sequoi avote.com/democenter.php

Unilect Patriot
http://www.unilect.com/demo 0.html

The latest list of online demosis available at:
http://verifiedvoting.org/article.php?ist=type& type=63
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— Voting Technology Manuals

A number of counties and voting machine vendors have published online
manuals to assist voters in voting effectively. We present below alist of
the manuals we've discovered so far.

Diebold Manuals
http://verifiedvoting.org/article.php?d=5190

ES& S Manuas
http://verifiedvoting.org/article.php?d=5189

Hart InterCivic Manuals
http://verifiedvoting.org/article.php?d=5192

Sequoia Manual
http://verifiedvoting.org/article.php?d=5191

The latest list of voting machine manuals is available at:
http://verifiedvoting.org/article.php?ist=type& type=63
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— Election Official Map
If you encounter a problem when trying to register or vote, you can try calling the
toll-free Election Protection Hotline at 866-OUR-VOTE (866-687-8683).
Or, if you prefer, you can contact your local election officia directly. Below isan
example of the election official contact information available online at
http://verifiedvoting.org/verifier/index.php?state=& topic_string=1019 .
' The Verifier - - Mozilla =oE
i e ro : I ._ -
"The tore of our K
Amanican demacracy is
the right 1o vote, [maick ; Sl B
i1 hat ripht 1= e nphicn hi
Hhat thet vote be 2
arivats, that voha be -
macure, ang that vole e v
counbed ax & wac
intendad wiven it was g
oasl by the voter, And =
Uik what wa're
ancountaring i a pieatal Miami-Dade County Datail:
mament in our
democracy winare &l of
?;ﬁﬁﬁfﬂ,i? Eletion Offidal Name: \Constance Kaplan
Kot Shalley Election Offinal Tikke: Supervisar af Electians
Calfornia Sec. of State Straet Address: 2700 Nw 87th avanus
Street Address (ine 2): [0 answer
Ciby: Miami
State: [Florida
Zip Coda: 33172
Counky or Equivalent Jurisdiction; Miami-Dads
Fhone (please include area codal: i:u:ls_] 338-5066
.gl:‘l:ll:ﬂ:: Phona [plaass include arca .Na IR
Fax Mumber [please include area code]: [[305]) 499-5501
| Email Address: ckaplan®miamidade.gov
I;Ji?:]?ﬂb address of Election Official’s | lections.co.miami-dade flus/ E
{Complete Source or URL for data: [http /fwww electionline.org
Camments : _MD answeEr
:-;l':;;? the Town [New England) MO EnEiNEE
FIPS for Town (5 dagks]: |oooao
FIPS for Counky or Equivalank (3 digits): | 0BG
FIPS for State (2 digits): 01
FIPS (concatanated) up to 10 digits: Mo answer B!
Eledtion Offidal Level: County
)
e Cb v F3) 3 | | gl Aol
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-~ Verified Voting Foundation Projects

The Verified Voting Foundation (VVF)’'s projects before and during
Election Day include the following:

* Election Incident Reporting System

» TechWatch

* Voter Education and Public Awareness Project

Motivation The Verified Voting Foundationis a nonprofit organization championing
reliable and publicly verifiable election systems, particularly the use of a
voter-verified paper ballot (VVPB) which enables voters to check that
their votes are recorded as intended and makes it possible for election
officials to perform mandatory audits and meaningful recounts. The use of
VVPBsis important because very few electronic voting systems have
paper backups to permit recounts or audits and because of repeated
failures and errors with existing e-voting technology in actual elections
(see “Electronic Miscounts and Malfunctions in Recent Elections
Summary” link on the front page of VerifiedVoting.org. Growing
awareness of the problem nationwide will permit its resolution, which is
critical to the integrity of the election process.

E-Voting Arrives The landscape of voting is changing rapidly in the United States with
concerns of disenfranchisement and reliability of election systems a mgjor
topic of public interest since the 2000 presidentia election. With the
passage of the Help AmericaVote Act (HAVA) in 2002, states are
obtaining federal funds to improve their election systems. Many are
purchasing new electronic voting systems even though up-to-date federal
standards and guidelines for these systems not yet available. Voters are
presented with new election equipment and procedures that can be
bewildering. To the extent that it is possible, the Verified Voting
Foundation seeks to inform voters about how to navigate through these
new election systems to make sure their votes are recorded as intended.

Every Vote Counts  The right to have one’s vote counted properly is a cornerstone of our
democratic system. Making sure that our election systems are reliable and
publicly verifiable enfranchises voters and increases public confidence and
participation in our political process.
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TechWatch The objectives of the TechWatch project are the following:

Recruit thousands of technology professionals as verified voting
volunteers.

Train the technology professionals to assist with elections.

Assist partner organizations in preparing for voting technology
issues, particularly electronic voting machine failures or fraud.
Deploy technology professionals to observe, question, and attempt
to improve voting equipment test observations (Logic & Accuracy
testing) prior to Election Day.

Immediate dispatch of technology professionals to polling places
to respond to e-voting election incidents as they occur on Election
Day in key states nationwide.

EIRS The objectives of the Election Incident Reporting System project are the
following:

Obtain requirements for election monitor reporting activities from
voter protection organizations.

Harmonize election monitor reporting requirements among the
organizations so that all organizations benefit from best practices.
Develop election monitor reporting system prior to November
2004 in cooperation with Computer Professionals for Social
Responsihility.

Reports of meetings with state election officials, local election
officias, and Logic & Accuracy testing prior to Election Day.
Process reports from partner organizations and concerned
individuals of incidents occurring at polling places and central vote
tallying offices on Election Day.

Enable immediate dispatch of attorneys and/or technology
professionals to the scene of any election incident as appropriate so
as to document thoroughly the incident and take any further action
required, including potential litigation and/or follow-on
policymaking activity.

Make election incident reports available to media professionals
covering the elections.

Veified Voting Foundation
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Voter Education &
Public Awareness

The Verifier

The primary goal of the Voter Education and Public Awareness Program
isto provide basic information to voters on how best to ensure their votes
are counted as they intended in each election. Specific objectives include
informing voters about VVPB laws and regulations, absentee and
provisiona ballot voting laws and regulations, voting equipment, voting
procedures, and testimony about elections problems at polling places.
VVF will work with coalition partners to obtain the voter information
necessary for the voter education project.

The public awareness component of the program isto create and
disseminate public education materials and organizers' Kkits to support
local voter education efforts focused on ensuring that votes are counted as
intended. These materials will include web-based documents, print
materials, training videos, and informational videos for the general public.

Supporting technology for the above projects includes--

The Verified Voting Foundation provides a web-based tool called “The
Verifier” that displays awide variety of information related to verified
voting and voter protection efforts. The election incident information is
available by drilling down from a U.S. map to a specific state, and county.
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